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1
Decision/action requested

SA3 is kindly requested to approve the proposed pCR changes in section 4 into TS 33.501.
2
References

[1]
TS 33.501 v0.6.0 Security Architecture and Procedures for 5G System.
3
Rationale

1)Adding are some exceptions that can not retain key, e.g. using intra-gNB-CU or intra-cell handover to derive a new KgNB and take it into use. 

2) Modify some editorial inconsistencies that intra-gNB handover has been change to intra-gNB-CU handover.
4
Detailed proposal
*************** Start of Change 1 ****************
6.9.6.4
AS key re-keying

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.9.2, which is about KeNB re-keying.

Editor's Note: Necessary changes in this Clause 8.3.1.4.2 will be done to reflect the Clause 8.3.1.

Editor's Note: It is FFS whether the types and states of security contexts are named differently than in LTE.

The KgNB re-keying procedure is initiated by the AMF. It may be used under the following conditions: 

-
after a successful AKA run with the UE as part of  activating a partial native 5G security context; or

-
as part of re-activating a non-current full native 5G security context after handover from E-UTRAN according to Clauses <TBD>; or

-
to create a new KgNB from the current KAMF.

NOTE 1: To perform a key change on-the-fly of the entire key hierarchy, the AMF has to change the 5G NAS security context before changing the 5G AS security context. 

In order to be able to re-key the KgNB, the AMF requires a fresh uplink NAS COUNT from a successful NAS SMC procedure with the UE.  In the case of creating a new KgNB from the current KAMF a NAS SMC procedure shall be run first to provide this fresh uplink NAS COUNT. This NAS SMC procedure does not have to change other parameters in the current EPS NAS security context. The AMF derives the new KgNB using the key derivation function as specified in Annex <TBD> using the KAMF and the uplink NAS COUNT used in the most recent NAS Security Mode Complete message. The derived new KgNB is sent to the gNB in an NGAP UE CONTEXT MODIFICATION REQUEST message triggering the gNB to perform the AS key re-keying. The gNB runs the key change on-the-fly procedure with the UE. During this procedure the gNB shall indicate to the UE that a key change on-the-fly is taking place. The procedure used is based on an intra-cell handover, and hence the same KgNB derivation steps shall be taken as in a normal handover procedure. The gNB shall indicate to the UE to change the current KgNB in intra-cell handover during this procedure.
When the UE receives an indication that the procedure is a key change on-the-fly procedure, the UE shall derive a temporary KgNB by applying the key derivation function as specified in Annex <TBD> using the KAMF from the current 5G NAS security context and the uplink NAS COUNT in the most recent NAS Security Mode Complete message.

From this temporary KgNB the UE shall derive the KgNB* as normal (see Annex <TBD>). The gNB shall take the KgNB it received from the AMF, which is equal to the temporary KgNB, as basis for its KgNB* derivations. From this step onwards, the key derivations continue as in a normal handover.

If the AS level re-keying fails, then the AMF shall complete another NAS security mode procedure before initiating a new AS level re-keying. This ensures that a fresh KgNB is used.

The NH parameter shall be handled according to the following rules: 

-
The UE, AMF, and gNB shall delete any old NH upon completion of the context modification.

-
The UE and AMF shall use the KAMF from the currently active 5G NAS security context for the computation of the fresh NH. The computation of NH parameter value sent in the N14 FORWARD RELOCATION REQUEST, NGAP HANDOVER REQUEST, and NGAP PATH SWITCH REQUEST ACKNOWLEDGE messages shall be done according to Clauses 8.3.1.3.2 and 8.3.1.3.3.

6.9.6.5
AS key refresh

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.9.3, which is about KeNB refresh.

This procedure is based on an intra-cell handover. The KgNB chaining that is performed during a handover ensures that the KgNB is re-freshed with respect to the RRC and UP COUNT after the procedure. The gNB shall indicate to the UE to change the current KgNB in intra-cell handover during this procedure.
*************** End of Change 1 ****************
